Public Access Changes Addition Web Start

Introduction

Due to changes in technology, beginning in April 2017, Appellate CurrentGen CM/ECF will need to
be launched using Java Web Start (hereafter referred to as “Web Start”) rather than the Java Applet
when using the Chrome or Firefox browsers. (The Java Applet versions of Appellate CurrentGen
CMI/ECEF still will be usable in the Windows IE browser and is recommended. Chrome already does
not support Applets.)

Web Start is a component of the Java Runtime Environment (JRE) and consequently is already loaded
on a computer on which Java has been downloaded. The latest version of Java (currently 1.8) should
be loaded to run Web Start. When a user clicks a Web Start-enabled application link, a Java Network
Launch Protocol (JNLP) file developed for that application is activated and directs the Java Web
Start software to download, cache, and run the application. When that application is launched for
the first time, a few additional one-time steps are required to set it up properly. Those steps may vary
slightly from one browser/browser version to the next.

Recommendations for Browser Use

The following recommendations are being made when running the CurrentGen Appellate
application with Web Start using Firefox or Chrome:

» The same browser should always be used as both the login and default browser when using Web
Start to launch the application so that required cookie information can easily be passed to other
tabs/windows that open.

« Firefox is the recommended browser to use when launching and running CM/ECF using Web
Start.

» Chrome has caused intermittent problems using Web Start. Users who prefer Chrome may want
to give it a try, but may end up switching to Firefox.

General Outline of the Process

The process of setting up and using browsers on both the Windows and Mac operating systems to
run Web Start involves the following steps:

1. Ensure that the Java Web Start Launcher is correctly associated with files of type JNLP on the
operating system.

2. Use your default browser when launching CM/ECF using Web Start to ensure that all windows
that are opened as a result are launched using the default browser to which you are already
signed in.

3. Run the Web Start Version of Appellate CM/ECF in each browser you wish to use, establishing
the connection between the jnlp file and its launcher, if necessary.
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While running the application, for best results, do not close the small CM/ECF window or the
underlying browser window whose title ends with “?client=pc”.
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5. When closing the application, be sure to close the small CM/ECF window and the associated
browser window.

[£] Appellats CM/ECF Usin... | = | IEI‘ £2 | @ Appellate CM/ECF Using...
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CM/ECF CM/ECF

# Closing this window terminates CWECF.

= Closing this window terminates CM/ECF.

Web Start Setup for Your Operating System and Browser(s)

If you need help with Web Start setup for your particular operating system and browser, please
contact the Help Desk of the Court to which you are signing in or the PACER Service Center.
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OSX: Assigning the correct action for a jnlp file

To ensure that your Mac will always be able to associate files with the JINLP mime type, do the
following:

NOTE: These instructions are for the Mac El Capitan OS. Other versions of the Mac OS may vary
slightly.

1.

Click the Apple Menu button in the top left corner of your computer screen and select System
Preferences (or Preferences).

Finder File Edit Viev
About This Mac

System Preferences...
| App Store...
| Recent Items >

Force Quit Finder {389

Sleep
Restart...
Shut Down...

Log Out AQ User... {+3#Q

Under the Other section, click the Java icon to access the Java Control Panel.

Click the Advanced tab and under the title INLP File/MIME Association, click the radio button
Always Allow and then click OK

L] @ Java Comtrol Panel
Ceneral  Update  Java Security W

Always allow
Always allow if hinted
Prompt user

D Promipt user if himted

wer allow
LP File/MIME Associalion
) Always allow

Prompt user
Mewer allow

ApplrtH -
o Install if himted
Install if shorteut ¢ reated
Install if himted and shortcut
Mewer install
Execution Enwirenment Security Settings
Allow user te grant permissions to signed content
Show sandbox warning banner
Allow uger 1o accept JNLP security requests
Don't prom pt for client cemificate selection when no cemtificates or only one exi
Warn if site certificate does not match hestmame
Show site certificate from senver even if it is valid
Mixed code (sandboxed vs. trusted) security verification

D Enabls - chow warning if needed
@ Cancel Apply
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OSX: Assigning the correct action for a jnlp

file type in Firefox

The Firefox Browser on the Mac has a utility to help you assign the correct file launcher to a file of a
given type before you ever launch a Web Start application. It can be located by selecting
Preferences—> Applications on the Firefox menu or by select

Choose a default program from an Open With dialog

Content Type

file
irc
ircs
mailto
OpenOffice.org Document
E) Podcast

s Portable Document Format (PDF)

B3 video Podcast

Action

=) Use Java Web Start

Always ask

Always ask

Use Java Web Start (default)
Use Mail (default)

Use TextEdit (default)
Preview in Firefox

Preview in Firefox

Preview in Firefox

If for some reason the action for a jnlp file is incorrect in this utility, do the following:

1. Click the row with the jnlp content type, click the down arrow next to the currently associated
action, and if you see Java Web Start as a choice in the drop-down menu, select it and exit the
utility. If you don’t see it, click Use other to browse for the correct file type.

Content Type

-
file
irc

ircs

mailto
OpenOffice.org Document
B Podcast

. Portable Document Format (PDF)

B} Video Podcast

E  JNLP file Use other...

Action
=) Use Java Web Start

[Z Always ask

(7 Always ask

[ Always ask
& Save File

Lzl Preview in Firefox

L2l Preview in Firefox

2. You will be taken to the Finder where you can locate the file Java Web Start by selecting your
hard drive under Devices in the left column (here shown as John Hillenbrand’s Mac Book
Pro) and then going to the directory /System/Library/CoreServices/ and highlighting Java Web
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Start. Click Open at the bottom of the screen and you will be taken back to the initial utility
screen.

0 < B i@ BE B9 CoreServices z i Q
Favorites * |55 Applications » [Hf| Library » [0 Accessibility » '®) Install Fomm...veloper lools
— . » |5l Library > 9 Accounts > Q Install in Progress
<7 iCloud Drive B system - [ Address Book Plug-Ins » & Installer
[ Desktop [ User Guides And Information » 19 Assistant » s Installer Progress
|30 Users > [ Automator > InstallerStatu...tions.bundle
m aouser — I_\ BridgeSupport » InternetSharing.bundle
yﬁ\' Applications [ CacheDalete 3 ar | aynche
[ Documents |7 Caches
' colors > KernelEventAgent.bundle
Devices [ ColorSync » [l KeyboardSetupAssistant
[ John Hillen [ Components » = Keychain Circle Notification
[ Compositions » | Language Chooser
Shared [ ConfigurationProfiles » B 'EWCTSEW‘CGSC’
[=] John Dar..  Locationliony
[Im cryproTokenkKit » H Iogfnd.
Tags ™9 DirectoryServices > :oglrllw:ndow
N onelis
L) (= !_j Elfflays : # ManagedClient
Hide extension Cancel O

The Java Web Start file should now be assigned to jnlp files. At this point, you can exit the
utility.
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OSX: Expected login sequences

Once you have set up your system and your browser, you can expect to execute the following login
sequences every time you run the application, depending on the system, browser and version of
CM/ECF you are using. Since there are variations from browser to browser for each
system/browser/version you choose, in parentheses after each step is a list of the browsers for which the
step in the sequence is relevant.

1) Login (Firefox, Chrome)

Appellate CM/ECF Login

Notice

s a Restricted Web Site for Official Court Business only. Unauthorized entry is
prohibited and subject to prosecution under Title 18 of the US. Code. All activities and
s ed.

1 understand that, if I file, I must comply with the redaction rules. I have read this notice.

Authentication
Login

Password
Chent Code:

0 11:00 PM - 11:30 PM.
wanding

2) The JNLP file will be quickly downloaded.

3) In response to the internet warning, click Open. (Firefox).

"k2ajnlp.jsp.jnlp" is an application downloaded from
9 the Internet. Are you sure you want to open it?

Safari downloaded e today at 1:54 PM from

ect.tdaa.ecf.uscour

? Cancel Show Web Page Open

4) You will briefly see the Java icon showing that Web Start has been launched. (Firefox, Chrome)

dawvwwa
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5) You may see messages saying the application is being downloaded and verified. (Firefox,
Chrome)

[ ] Starting application...
Downloading application. .:E,
=
Location: https://cm3adb.cm3a.aocms.gtwy.dcn
Cancel

6) Click Continue in response to untrusted website warning. (Firefox, Chrome)

Security Warning [=5a)

Do you want to Continue?
The connection to this website is untrusted.

/ ! : Website: https:[/ec tdaa.ecf, uscourts, gov:B080

Note: The certificate is not valid and cannot be used to verify the identity of this website.
Fore Information

7) Splash screen displays (Firefox, Chrome)

@  Appellate CMJECF WebStart
f =

CM/ECF — )

Case Opening Docketing Chambers Editor Query Reports Utilities Logout Help

U.S. Court of Appeals CNVECF
Official Court Electronic Document Filing System

v 1 oo
2 e
' ﬁ:‘; ‘Welcome to the U.S. Court of Appels Case M
- F—
7]
b
" |
a
=
= Party/Attorney Case Search
a Last Name:
- Docket Report First Name: Middle Name:
Gl Case: |
. e Type: @ Both O Pany O Attomey
> Mo
| Clear
Sos

8) To exit the application after you finish using it: (Firefox, Chrome)

a. Click the red dot in the top left corner of the small CM/ECF window.

b. Close the browser.

[ Attorney CM/ECF-A

CM/ECF
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Windows: Assigning the correct action for a jnlp file

Check that files of type .jnlp are associated with the Java Web Start Launcher on your Windows
operating system.

On your Windows operating system, check that .jnlp file types are associated with the Java™

Web Start Launcher as follows:

NOTE: These instructions are for the Windows 7 OS. Other versions of the Windows OS may vary
slightly.

1.

2.

&
Open Default Programs by clicking the Start © button and then clicking Default Programs

Click Associate a file type or protocol with a program.

Locate the file extension .jnlp and make sure that the Java™ Web Start Launcher is the
program with which it is being opened (listed under the Current Default column). Then click
the Close button at the bottom of the window. SKIP TO STEP 9.

B i o Teok iy

C s it W

FERFFEES

If you do not see the .jnlp extension in the list of file types (under the Name column), your Java
is probably not active. Go to the Java Control Panel and make sure Java 1.8 is listed and it is
checked as enabled. If Java 1.8 is not listed, you will need to reinstall it.
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5. If you DO see the .jnlp extension in the list of file types but it is NOT designated to be opened
with the Java™ Web Start Launcher, click the Change program button circled in the picture
below.

B s v Tk g

Associate a fike type or protoool with a speecific program

il o an e ension B0 vies: the program thas cumensly opens it by Sefault. To chamge the deslsclt progeam, Click-Chamge program.

g | BarenlTHA) Walwlts Satuet Laesmcther
| Dracle Compornbuen

Il‘-k-m-e_- - Drescnption Crnert Delmult
2= img e L Welandoes Disc broage Bumes
B i Qe iFaradies Becr trmentad bnd ormeutson Fille Riotepacd
@l il Setup Infwrmalinen Hetepadd
0 it pattand Wi resef® InfeP sth Fam Bulac ot EnfoPath MLO
@] e Configuration seftings Mictepasd
L - bcrosofs Boced Wiels Sueery File Potncronof s cet
o s 150 Brasgpe Fike Ao Caeatose
2 jar Exccutaide lar File BawalTHA] Platferrn SE Banarny
= IBES wage Rdanclown Bhucto Wimaet
g lurva Fliga Becordes File J
- == ——
& gra Journal Brocument Wianciees boumal
U jetn Task Scheduler Task Ctject Kiekngmm spplcation
:‘ iobrestionn. Adgbe PDF Seztinax ~ Acbes Dutiller i -

Clota

6. If you don’t see the Java™ Web Start Launcher, click the Browse button on the next screen.

Open with @

; % Choose the program you want to use to open this File:

File:  jnlp
Other Programs LIPS
Adobe Acrobat ,-/— Inkernet Explorer
Adobe Systems Incorporated Microsoft Corporation
Microsoft OFfice Picture Manager Microsoft Yisual Studio Yersion Selector
Microsoft Corporation Microsoft Corporation

@ Microsoft Word Motepad
Microsoft Corporation 'ﬂ/ Microsoft Corporation

_."'3:‘] Paint PerfectExpert
588 Microsoft Corporation Corel Carporation

.-/.. .\-. Presentations X5 Windows Media Center
{1’/ Corel Corporation Microsoft Corporation L3

m

0 windows Media Player =7 windows Phota Yiewer
Microsoft Corporation Microsoft Corporation -

Always use the selected program to open this kind of file ’

QK H Cancel ]
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7. In the search window on the top right, search for the executable file javaws.exe from the latest
version of Java on your computer. Select that file and click Open to add the launcher file as a
choice for .jnlp files.

-

Open with...
@\J"";; v Search Results in Program Files »
Organize «
Searches might be slow in non-indexed locations: C:\Program Files. Click to add to index... x
- Favorites &, javaws Date modified: 12/2/2015 10:14 AM ]
& Downloads = | C:\Program Files'Java'jre L8.0_65\hin Type: Application Size: 319 KB
Bl Deskto .
= P S, javaws Date modified: 12/2/2015 10:13 AM
il Recent Places =) ¢:\Program Files\Java'jdk 1.8.0_65\bin Type: Application Size: 319 KB
= Libraries £ javaws Date madified: 12/2/2015 10:13 AM
3 Documents == C\Program Files'Java'jdkL.5.0_65"jre'bin Type: Application Size: 319 KB
GI’. Music | 4 &« javaws Date madified: 11/20/2015 5:28 PM i
i = J C:\Program Files'Java'jre6'\bin Type: Application Size: 192 KB
=/ Pictures q ] ¥i PP
Vi ;
E Videos &, javaws Date modified: 9/15/2011 §:33 AM
= CHProgram Files'Java'jdkL.7.0'bin Type: Application Size: 246 KB
1M Computer -
£t . | javaws Date madified: 9/15/2011 8:33 AM
&l Local Disk (C: = o
& Local Disk (C) = CProgram FilestJava'jdk L7.00jre\bin Type: Application Size: 246 KB
L notesarchive (\\f |
L RUSSILLOR (\file Search again in
File name: javaws - [Programs V]
= -
o
C—

8. You will be returned to the Open With screen where you can then highlight the Java™ Web
Start Launcher, be sure the checkbox next to Always use the selected program to open this
kind of file is checked, and click OK to complete the assignment.

Open with @
+  Choose the program you want ko use to open this file:
)i File: .jnlp
Recom

‘ & Java(TM) Wieb Start Launcher
=7 | Oracle Corporation

Other Pro v

< Always use the selected program to open this kind of filz >

™y

9. Close all windows related to Default Programs.
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Windows: Set Java to always allow JNLP

file/mime type association

1. In Windows, from the Start menu =

¥ | click Control Panel »ProgramsJava. On the

Advanced tab, under JINLP/MIME type association, click the radio button next to Always Allow.

2. Click OK.

|£: Java Caontrol Panel EI

General I Java I Security |§Advanced |

Debugging
i-[| Enable tracing
: Enable logging
“.[7] Show applet Fecycle exceptions
Java console
L@ Show console
i) Hide console
“(T) D mk stark console:
Default Java For browsers
i[7] Micrasaft Internet Explorer
o [7] Mozila Family
Shorteut Creation
Blways allow
7 Bbways allow i hinted
-(_) Prompt user
~(@ Prompt user if hinted

P FilefMIME Association
@) Always allow

() Never allow

Application Installation

@ Install if hinted

-7 Install if shortcut created

- Install if hinted and shartouk
Mever install

Execution Environment Security Settings

m

———
(= =

Apply
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Windows: Assigning the correct action for a
jnlp file type in Firefox

The Firefox Browser on Windows also has a utility to help you assign the correct file launcher to a file
of a given type before you ever launch a Web Start application.

It can be located by selecting Options—> Applications from the Tools menu of the Firefox browser or by
selecting Choose a default program from an Open With dialog.

Adobe Acrobat Forms Document (applicationvnd.... B e Adobe Acrobat (in Firefox)

Adobe Acrobat Forms Document (application/vnd... [l Use Adobe Acrobat (in Firefox)

" Adobe Acrobat XML Data Package File B Use Adobe Acrobat (in Firefox)
Compressed (zipped) Folder U Always ask
& irc Always ask
K ircs £ Always ask
JMLP File i L Java{ThA) Web Start Launcher ¥ -
i'_. malts Lza [EM Note Damang (default)
B Podcast U Preview in Firefox
- | o DR N PR T e _SR—— LT o a L V- - T .

If for some reason the action for a jnlp file is incorrect in this utility, do the following:

1. Click the .jnlp content type row, click the down arrow next to it, and click “Use other” to
browse for the correct file type.

Content Type 4 | Action

T Adobe Acrobat Forms Document (application/vnd... @ Use Adobe Acrobat (in Firefox)

| Adobe Acrobat Forms Document (application/vnd... @ Use Adobe Acrobat (in Firefox)

T Adobe Acrobat XML Data Package File @ Use Adobe Acrobat (in Firefox)

1, Compressed (zipped) Folder = Always ask 3
&, irc 4 Always ask

& ircs 7 Always ask

|& JNLP File | £} Use Java(TM) Web Start Launcher -

& mailto 7 Always ask

& Podcast 1 Save File

L N T N S Use other... -

Application Details... 5
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2.

3.

If the Java™ Web Start Launcher is displayed in the next screen, select it and click “OK”.

Select Helper Application

JHLP File

apphcation;x=java=nip-file

Send this item

JavalThA) Web Start Launcher

i

JavalTh1) Web Start Launcher

I ‘,L Adobe Acrobat

9 Windows Media Center

Internet Explorer

m

Cancel

If the Java™ Web Start Launcher is not displayed, click the Browse button (circled in green
above), browse for the file javaws.exe, select the latest version and click “Open”.

@ Select Helper Application

@Ovuj v Search Results in Program Files (x56) »

Organize -

Searches might be slow in non-indexed locations: ChProgram Files (x86). Click to add to index...

- _
T Favorites ‘a AV aWws Date maodified: 1/20/2016 3:55 PM
Bl Desktop e :\Program Files (x56)\Java'jre L8.0_T [\bin Type: Application Size: 212 KB
& Downloads = T — prwmem—
. | javaws Date modified: 12/1/2015 12:33 PM
= Recent Places = - T o . - _
= = Ci\Pragram Files (=86)\Java'jre LE.0_i6\hin Type: Application Size: 272 KB
= Libraries .ﬁ, Javaws Date modified: 12/1/2015 10:21 AM
= ChProgram Files (x58)\AGS\jreT bin Type: Application Size: 255 KB
@ Dacuments
J‘ Music _5, javaws Diate modified: LL/20/2015 5:27 PM
[ Pictures = | C:\Program Files (36} Java'jre6\bin Type: Application Size: 158 KB
i videos & | javaws Date modified: 12/18/2012 2:47 PM
= C\Program Files (x§8)\Cisco Systems'CiscoIP Com..  Type: Application Size: 133 KB
il Computer = ) o
&,. Local Disk (C) é, javaws Date madified: 5/30/2012 145 PM

=— ) C\Program Files {x86)"5AP BusinessObjects'.SAP Bu...

S notesarchive [\f

2 RUSSILLOR (vfile _ [ &, |Javaws

File name: javaws

"‘:-’J C:\Praaram Files (<B6V.SAP PusinessOhiects' SAP Pu...

Type: Application Size: 153 KB
Date modified: 5/30/2012 1:45 PM

Tune: Annlication Size: 193 KR

Applications
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4. The latest version of the Java™ Web Start Launcher should now be assigned to jnlp files in
the Firefox browser.

Applications
)3
Content Type fon
T Adobe Acrobat Forms Docum ent (application/n B Use Adobe Acrobat (in Firefox)
T Adobe Acrobat Forms Docum ent (applicaton’sm B Use Adobe Acrobat (in Firefox)
T Adobe Acrobat XML Data Package File W Use Adabe Acrobat (in Firefox)
L Compressed (zipped) Folder U Abeays ask E
& i B Always ask
& incs B Always ask
I = JHLP File Ldn Whsar Jarea TRAD Wheds Start Launcher - I
[ETLG] L mmo poleTaulth
B Podcast o Presiew i Firefox
LTI , TR O —— T T 2% T Pl s b i b b
7

5. Now you can close the utility and when you next run k2jnlp, the Java™ Web Start Launcher
should automatically launch the file and Appellate CM/ECF.
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Windows: Expected login sequences

1) Login (Firefox, Chrome)

Appellate CM/ECF Login

Notice

2 Restricted Web Site for Official Court Business only. Unauthorized entry is
ct 10 prosecution under Title 18 of the US. Code. All activities and

Security Warning =

Do you want to Continue?
The connection to this website is unirusted,

! ! Website: https:|fect.tda

Moke: The c

ate is not walid and cannot be sed ko verify the identity of Ehis website.
More Information

3) Splash screen displays (Firefox, Chrome)

i =T )|
fetctogm B 0 Catemearsr &

CM/ECF

L i Je 14 2014 2 00 P DT

4) To exit the application after you finish using it: (Firefox, Chrome)
a. Click the Close box X in the top right corner of the small CM/ECF window.

b. Close the browser.

| Appellate CM/ECF Usin... [ = | El( Bl
e

CM/ECF

# Closing this window terminates ChMIECF.




